Ha ocHoBy unaHa 8. 3akoHa 0 uHdopMaunoHoj 6e3beaHocTn (,Cnyx6eHn rnacHuk PC”, 6poj
6/16, 94/2017 i 77/2019 ), unaHa 2. Ypeabe o bnmxem cagpxajy MNMpasunHuka o 6e36egHoOCTH
NHGMOPMALMOHO-KOMYHUKALUIMOHNX — cucTeMa oA  nocebHOr 3Hauyaja, HayuMHy npoBepe
NH(POPMALMOHO-KOMYHUKALMOHUX CcUCTeMa oA nocebHOr 3Hadaja M cagapxajy uv3sewTaja o
npoBepn MHAPOPMALIMOHO-KOMYHUKALMOHOI cucteMa of nocebHor 3Hadaja (,Cn. MnacHuk PCY,
6p. 94/2016), unaHa 77 Cratyta OnwTtuHe, 6poj 010 — 3/2019-1, Ha aaH 20.02.2019.r. (,Cn.
Jinct  onwTunHe BapsapuH, 6p. 05) n unaHa 59. Oanyke O OMWTMHCKO] ynpaBu OMLITUHE
BapsapwH ( ,,Cn.mnc” 6poj 18/16 n 07/17), HauyenHuk Ynpase, AaHa 28.10.2020.roamHe aoHeO
je

NMPABUITHUNK
0 6e36egHOCTM MH(OPMALIMOHO - KOMYHUKALIMOHOI CUCTEMA ONwITUHE BapBapuH

I. YBopgHe oapenbe
YnaH 1.

OBMM nNpaBUIHMKOM, Y CKnagy ca 3akoHOM o WMHdopMaumoHoj 6e3beaHoctn n Ypeabom o
6nvmxem cagpxajy MpasunHuka o 6e36eaHOCTN MHPOPMaLMOHO-KOMYHUKALMOHUX CUCTEMa 0f
nocebHor 3Haudaja, HauvH nposepe MHGPOPMALMOHO-KOMYHUKAUMOHUX CUCTEMa Of nocebHor
3Ha4aja W cagp)xaj u3BelwTaja O nposepu WMHGMOPMALMOHO-KOMYHUKALMOHOI CUCTeMa oA
nocebHor 3Hauvaja (,Cn. MacHuk PC", 6p. 94/2016), yTBphyjy Ce Mepe 3awTuTe, NPUHUMMNMK,
HauvH 1 Npoueaype NocTu3arba 1 opXXaBarba afekBaTHOr HMBOa 6e36eaHOCTU cncTema, Kao U
oBnawhera 1 oaroBOpPHOCTU Yy Be3n ca b6e3begHowhy n pecypcnuma UKT cuctema OnwTuHe
BapsapuH (y gamem Tekcty: UKT cuctem).

HagnexxHu 3a nocnose WKT je 3anocneHn Ha lMocnoBuMa ynpas/bakba e1eKTPOHCKOM yrpaBoM —
CucreMm agMuHucTpatop (y AarbeM TekcTy aamuHucTpaTtop UKT cuctema).

YnaH 2.
Mepe nponucaHe OBMM MNPaBWIHWKOM Ce OAHOCE Ha CBe OpraHu3auMoHe jeavHuue Ynpase
onwTnHe BapBapwH, Ha CBe 3amnocneHe - KOPUCHUKE MHOPMATUUKUX pecypca, Kao 1 Ha Tpeha

mua Koja kopucte nHdopmaTtnike pecypce OnwTnHe BapBapuH.

HenowToBarke oapeabu 0BOr nNpaBWHUKA MOBAAYM AMCUMMIMHCKY OArOBOPHOCT  3arocneHor-
KOPUCHUKA MHGOpMaTUUKMX pecypca OnwTnHe BapBapuH.

3a npahere npvMeHe 0BOr NpasuHMKa obasesyje ce agmmnHuctTpatop UKT cuctema.
YnaH 3.
MojeanHy TEPMUHKM Y CMUCITY OBOI NPaBU/IHUKA MMajy cneaehe 3Havemne:

1) wuH@opmaymoHo-komyHukauymorn cuctem (KT cuctem) je TexXHOMOLWKO-OpraHu3aumoHa
uenvHa koja obyxsara:



(1) enekTpoHCKE KOMYHMKALUMOHE Mpexe y CMUCIY 3akoHa Koju ypehyje enekTpoHcke
KOMYHUKauuje;

(2) ypehaje wnm rpyne mehycobHo noeesaHux ypehaja, TakBux Aa ce y okBupy ypehaja,
OOHOCHO Yy okBuMpy 6apem jeagHor u3 rpyne ypehaja, Bpwu aytomatcka obpaga noaaTaka
KopuwhereM padyHapcKor NnporpaMa;

(3) nogaTke Koju ce noxparbyjy, 0bpahyjy, npeTpaxyjy unm npeHoce nomohy cpeacrasa
n3 noatad. (1) u (2) oBe Tauke, a y CBpXY HUXOBOIr paja, ynotpebe, 3aTuTe Uin oapXKaBaba;

(4) opraHu3aumnoHy CTpyKTypy nyTeMm Koje ce ynpasrba UKT cuctemom;

2) uH@opmauymoHa 6e36e4HOCT NpeacTas/ba CKyn Mepa Koje omoryhasajy Aa nogaum Kojuma ce
pykyje nytem VKT cuctema 6yay 3awtvheHn og HeosnawheHor Npuctyna, Kao n aa ce 3awTtutm
WHTErpuTeT, PacronoXmnBOCT, ayTEHTUYHOCT U HEMOPeLMBOCT TUX noaaTaka, Aa 6u Taj cuctem
¢yHKUMOHMCAO Kako je npeasuheHo, kaaa je npeasuheHo 1 noa KOHTposioM osnawheHnx nuua;
3) oneparop VKT cuctema je npaBHO Nuue, opraH BNacTu UM opraHn3aumnoHa

jeaMHunua opraHa BnacTu koju kopuctu UKT cuctem y okBupy obaBrbatba CBOje AenaTHOCTH,
OHOCHO MOC/N0Ba M3 CBOje HaAeXHOCTH;

4) 78JHOCT je CBOjCTBO KOje 3HayuM Aa nogaTtak Huje AoCTynaH HeoBnawheHnMm nuunMa;

5) uHTErpurer 3Haun 04yBaHOCT M3BOPHOI caapykaja U KOMMIETHOCTU NoAaTKa;

6) pacrio/ioxXmBOCT je CBOJCTBO KOje 3Hauu Aa je noaatak AOCTYNnaH U ynoTpebrbuB Ha 3axTes
oBnawheHunx nuMua oHAa Kaga uM je notpebaH;

7) ayTeHTUHYHOCT je CBOjCTBO Koje 3Hauu Aa je Mmoryhe npoBepuTn u NOTBPAUTK Aa je nogaTtak
CTBOPMO W/IM MOCNA0 OHAj 3a Kora je AeknapucaHo Aa je Ty pagwy M3BpLIvo;

8) HeropeymsocT NpeacTaB/ba CNOCOOHOCT AOKa3uBara Aa ce agoroawna ogpeheHa pagrba unm
Aa je HacTtynuno oapeheHn gorahaj, Tako Aa ra HakHagHO Huje Moryhe nopehu;

9) pu3mk 3HauMm MOryhHOCT HapylwaBara WHMOpMauuoHe 6e36eaHoCTM, 0AHOCHO MoryhHOCT
HapyLlaBarba TajHOCTW, MHTErpuTeTa, PacrnoNOXUBOCTU, AYTEHTUYHOCTU WM HEMOPeLnBOCTU
nogaTtaka wau Hapylwasaka UcnpaBHor yHKUMoHMCara MKT cucteMma;

10) ynpasparse puskoM je cCucTeMaTMyaH CKyn Mepa KOju  YK/bydyje niaHuparbe,
OpraHun3oBare W YyCMepaBarbe aKTMBHOCTM Kako 6u ce obe3beanno ga pvsnum OCTaHy y
NPONUCaHNM 1 NPUXBaT/bUBUM OKBUPUMA;

11) uHUMAEHT je yHyTpalra WM CrosbHa OKOMHOCT unu aorahaj Kojum ce yrpoxasa unn
HapyLwasa nHdopmaumnoHa 6e3beagHocT;

12) wmepe 3awture UKT cucrema Cy TEXHUYKE W OpraHvM3auMoHe Mepe 3a Yyrnpas/bake
6e36eaHoCHUM pusnumuma UKT cuctema;

13) 7ajHm rogarak je nogaTak Koju je, y Cknagy ca nponucMma o TajHOCTV noaaTaka, oapeheH
N 03Ha4veH oapeheHnM CTeneHoM TajHOCTy;

14) UKT cucrem 3a pag ca tajHum rogauymma je VKT cucteM Koju je y cknagy ca 3akOHOM
oapeheH 3a paj ca TajHuM nojaumma;

15)  komnpomutyjyhe  enektpomarHeTHo 3padere (KEM3) npencrtaB/ba HEHaMepHe
efleKTpOMarHeTHe emucuje NpUIKKOM npeHoca, obpage wnAM dyBarba MoAaTaka, Yvjum
NpUjEMOM N aHANIM30M Ce MOXe OTKPUTW CagpiKaj TUX NoAaTaka;

16) «kpunrobezbeqHoct je KOMMNoHeHTa WHdopMaumoHe 6e3begHocT  Koja obyxBaTa
KpUNTO3aLWTUTY, YNpaB/bake KpuntoMaTepujanmMma 1 pa3soj MeTofa Kpunto3awtuTe;

17) kpunirozawmvmra je npuMeHa MeToaa, Mepa M NocTynaka paau TpaHchopMmncara nogataka y
061K Koju nx 3a ogpeheHo BpeMe unm TpajHO YMHW HeQOCTYNMHUM HeoBnawheHnM nuuuma;

18) kpurirorpagckm nponssoy je codbTeep unm ypehaj nytem Kora ce BpLIM KPUNTO3aLTUTa;

19) «kpunromarepujasm cy KpuntorpadCkm nNpou3Boau, NoAdaun, TeXHMYKa [AOKYMeHTaumja
KpunTorpadCcknx Npomnssoaa, Kao 1 oarosapajyhm kpuntorpadckm

K/by4eBu;



20) 6e36eqHocHa 30Ha je MpoCTOp WM NpocTopuvja Yy Kojoj ce, y cknagy ca npornucuma o
TajHOCTN nogaTtaka, obpahyjy u yyBajy TajHu nogaum;

21) nHgopmaymoHa fo6pa 0byxBaTajy noaaTke y AaToTekama n 6a3ama nogaTtaka, MporpaMcKu
kOA, KOHMMrypaunjy XapABEPCKMX KOMMOHEHaTa, TEXHWYKY WM KOPWUCHUYKY [OKYMeHTauujy,
YHYTpallHe onwTe NpaBuiHKKe, Npoueaype U ClIMYHO;

22) VPN (Virtual Private Network)-je ,npvBaTHa" KOMyHMKaUMOHa Mpexa Koja omMoryhasa
KOpUCHMUMMA Ha pa3fBOjeHUM fiokauujama Aa Mnpeko jaBHe Mpexe jeAHOCTABHO oApkasajy
3aWwTnheHy KOMyHUKauujy;

23) MAC agpeca (Media Access Control Address) je jeaMHcTBeH 6poj, KOjuM ce BpLuM
naeHTudukaumnja ypehaja Ha Mpexu;

24) Backup je pe3epBHa Konuja nogaTtaka;

25) Download je TpaHcdhep nogaTaka ca UeHTpanHor padyyHapa win web npeseHTauuvje Ha
NOKanHu payyHap;

26) UPS (Uninterruptible power supply) je ypehaj 3a HenpekumaHO Hanajare eneKTPU4HOM
eHeprunjom;

27) Freeware je 6ecnnataH codTsep;

28) Opensource copTBep OTBOPEHOr Koaa;

29) Firewall je ,3aWwTUTHM 31A" OAHOCHOCMCTEM MPEKO KOra Ce BpLIM HAA30p M KOHTpouLle
NpoToK WHpopMaumja u3Mehy JOKanHe Mpexe W MHTepHeTa Yy Uuwby OHeMoryhaBara
3/I0HaMEepPHMX aKTUBHOCTU;

30) USB vnu dnew memopuja je cnosblibn Meavjym 3a CKaaviiTere noaaTtaka;

31) CD-ROM (Compact disk - read only memory) ce KOpuUCTM Kao MeanjyM 3a CHUMare
noaaTaka;

32) DVD je onTHUYKM ONCK BUCOKON KarnauuTeTa KOju Ce KOPUCTU Kao MeaujyM 3a cKnaguTere
noaaTaka;

II. Mepe 3awTuTE
YnaH 4.

Mepama 3awTnte UKT cuctema ce 0besbehyje npeseHuMja o4 HacTaHKa MHUMAEHaTa, OQHOCHO
npeBeHuMja 1 MMHMMK3aLuMja WTeTe 04 MHUMAEHaTa KOju yrpoXaBajy BplleHe HaANeXHOCTU U
obaBrbarbe AenaTHOCTM, @ NOCeBHO Y OKBUPY NpYyXXaka ycnyra Apyrum nmumma.

1.0pranmszaymoHa CTpykTypa, ca yrBplheHMM rnoc/ioBMMa M O4roBOPHOCTUMA
3arnocneHnx, KojomM ce OCTBapyje ynpas/bake HHEpopmaynoHoM b6e3begHowhy y
OnwrnHn BapsapnH

YnaH 5.

Ceakn 3anocneHn-kopucHuk pecypca UKT cuctema je oarosopaH 3a 6e3begHoct pecypca UKT
cucTeMa Koje Kopuctu pagn obasrbakba NOCOBa M3 CBOje HaAIEXHOCTU.

3a KOHTPOJY M Haa30p Haa obaBrbareM MOC/IOBA 3arnOC/IEHNX-KOPUCHWUKA, Y LUWbY 3alliTUTE U
6e36eaHocTn UKT cnctema, kao u 3a obaerbake nocnosa m3 obnactm 6e36eaHOCTV LEeNoKynHor
UKT cucrtema OnwtuHe BapBapvH HagnexaH agMuHuctpatotp WMKT cuctema y cknagy ca


https://sr.wikipedia.org/w/index.php?title=%D0%9E%D0%BF%D1%82%D0%B8%D1%87%D0%BA%D0%B8_%D0%B4%D0%B8%D1%81%D0%BA&action=edit&redlink=1

cucTemMaTu3auunjoM pagHux Mecta y Ynpaswm onwTtuHe 6p 110-6/2019- 111 1 6p 110- 9/2019-111,
oa 14.11.2019. roauHe.

YnaH 6.

Moa nocnosumMa u3 obnactn 6e3begHocTn yTBphHYjY Ce:

e OCNOBM 3aWTUTE MHGOpMaUnoHnx aobapa, OAHOCHO CpeacTaBa MMMOBMHE 3a Haa30p
Haz NOCOBHMM MpoLecMMa oA 3Hadaja 3a MHdopMaumoHy 6e3begHocT

e [OCNOBM Yynpae/bakbe pusnumMa y obnactm uHdpopmaumoHe 6e36egHOCTM, Kao M
nocnosu npeasuheHn npoueaypama y obnactu nHpopmaumoHe 6e36eaHocTu

e nocnoBu oHeMoryhaeara, OAHOCHO CnpeyaBaka HeoBnawheHe nnn HeHaMepHe N3MeHe,
owTeherwa wnn 3noynoTpebe cpeacTtaBa, OAHOCHO MHdOpMaunoHux pobapa WKT
cucteMa OnwTUHE, Kao U NpuUcTyn, naMeHe nnm kopuwhere cpeactasa 6e3 osnawhersa
n 6e3 eBmaeHunje o Tome

e npaherwe aKTMBHOCTW, peEBM3Nje M HAA30pa Y OKBUPY YynpasB/barba WHGOPMALMOHOM
6e36eaHowhy

o obaBewTaBare HagNeXHMX OpraHa O uHumMaeHTuma y WKT cuctemy, y ckriagy ca
nponucmuMa.

Y cny4yajy nHumaeHTa agMuHuctpatop WMKT obasewTaBa HadyenHuka OY, Koju y ckiagy ca
nponvcMMa obaseliTaBa HaANEeXHeE oOpraHe y UWby pelaBarba Hactanor 6e36enoHocHoOr
WMHUMAEHTA.

Onepatopu UKT cuctema og nocebHor 3Hayaja cy y obaBe3n aa axypHe M TauyHe CTaTUCTUYKe
noaaTke o cBUM uHumaeHtuma y UKTcncteMy y npeTxoaHoj roanHu, AocTaBe HajkacHuje o 28.
¢ebpyapa Tekyhe rognHe, 1 TO €NeKTPOHCKUM NyTeM, OAHOCHO nonyk-aBarbeM Ob6pacua WCI
Ha WHTEepHeT CTpaHuun HauuoHanHor ueHTpa 3a npeBeHuMjy 6e36eQHOCHUX pu3nKa Yy
NH(POPMALMOHO-KOMYHUKALMOHUM cucTeMmma (y AarbeM TekcTy: HaumoHanHu LEPT).

2.be36egHocT paga Ha ga/bHHY M yrioTpeba MO6M/IHnX ypebhaja

YnaH 7.

Paa Ha pgamsuHy 1 ynotpeba mobunHux ypehaja y UKT cuctemy Huje omoryheH.

3anocneHoM-KOpUCHUKY, 3abparbeHa je caMoCTanHa MHCTanauvja codpTeepa WM noAellaBarbe
mMobunHor ypehaja, kao n paBame ypehaja ApyruMm HeonawheHuMm nuuuma (Ha ycnyry,
cepBucuparbe n cn.)

AomuHucTpaTop MKT cBakogHEBHO KOHTposnmwe npuctyn pecypcnma UKT cuctema n nposepasa
Ja N1 MMa nNpucTyna ca Heno3Hatux ypehaja (ca HenosHaTux MAC agpeca). YKONMKO ce
yCTaHOBM HeoBnawheH NpuUCTyn O TOME Ce MyTeM efIeKTPOHCKE MOLITe 0AMaX, a HajkacHuje
cyTpagaH obaBellTaBa HayenHuka Ynpaese, a Ta MAC agpeca ce yHocu y «block™ nucty
codTBEpA KOjU Ce KOPUCTU 3a KOHTPOJY NpUCTYyna.

Mpuctyn pecypcuma UKT cuctema, ca npuBaTHor ypehaja, Huje A03BO/beH, OCMM ako je ypehaj
y BracHMwTBY OnwTuHe, owTeheH n Huje obe3behHeHa 3ameHa.



EBnaeHumnjy npmeaTHux ypehaja ca kojux he 6utu omoryheH mpucTyn BOAW aAMWHUCTPATOP
KT cucrtema, a no oaobperby HavenHuka Ynpase.

MpuBaTHK ypehaju ca kojux he ce npuctynatu pecypcuma UKT cuctema mopajy 6utu nogeleHm
o4 CcTpaHe aamuHuctpatopa WKT, Mory ce kopuctutM camo 3a obaB/bakbe MocioBa Yy
HaANEeXHOCTU KOPWMCHMKA-3aMoCIeHOr M TO CaMO Yy nepuody Kaga Huje moryhe KopuctuTwm
ypehaj y BnacHmwTey OnwTuHe BapBapuH.

AamnHuctpatop UKT cuctema je ayxaH/Ha ga npe npegaje ypehaja oBnawheHoM cepsucy,
YKOJIMKO KBap HWje TakBe BpCTe Aa TO OHeMoryhaBa, ypaan backup nogaTaka Koju ce Hanase y
MobunHoM ypehajy, a noToM ux obpuwe u3 ypehaja, 1 no noBpaTky U3 cepemca NOHOBO BpaTh
noaaTtke y MobunHu ypeha;j.

3. ObeszbebhnBawe ga /nya koja kopncre MKT cucreM O4HOCHO ynpas/bajy
UKT cucremom 6ygy ocnocob/beHa 3a Mocao Koju page H pasyMejy cCcBojy
04roBOpPHOCT

YnaH 8.
MKT cucteMoOM ynpaBsbajy 3anocsieHn y ckiagy ca BaxehoM cuctematm3aumnjoM pagHux MecTa.

3anocneHn Ha lMocnoBMMa yrnpasbarba €eKTPOHCKOM ynpaBoM — CucteM agMuHucTpatop (Y
farbeM TekCTy aaMuHucTpatop MKT cuctema) ayxaH Aa CBAKOr HOBO3amnoCieHOr-kOpuUCHWMKa
UKT pecypca yno3Ha ca oAroBopHocTMMa W npasunuma kopuwherwa WKT pecypca
OnwTnHeBapBapuH, Aa ra yno3Ha ca npasunmMa kopuwhera pecypca UKT cuctema, kao v aa
BOAM eBMAeHUMjy O u3jaBaMa HOBO3arocC/eHMX — KOPUCHWKA Aa Cy YNo3HaTW ca npasuavMa
kopuwhera VKT pecypca.

Ceako kopuwherse VKT pecypca OnwTuHe BapBapuH o4 CTpaHe 3anocieHOr-KOpuCcHWKa, BaH
poperbeHnx osnawhewe, nognexe AUCUMMIIMHCKO] OArOBOPHOCTWM 3aroC/eHOr KojoM ce
AedrHue 0AroBOPHOCT 3a HeosnawheHo Kopuwherwe UMOBUHE.

4. 3awTnTa 04 pH3HKa KOjHU HacTajy rpu rnpoMeHamMa rnocsioBa 1JiH rnpecraHkKa
PafgHOr aHra)>xoBarba Jimya 3anoc/sieHnx kog oneparopa KT cucrema

YnaH 9.

Y cnyyajy npomeHe nocsioBa, OAHOCHO HaANEXHOCTU KOPUCHWKA-3anocsieHor, aagMUHUCTpaTop
MKT cuctema he u3BpluMTH NpoOMeEHy NpuBMermja Koje je KOpUCHUK-3anocneHn UMao y ckiagy
Ca OMNNCOM paAHWNX 33/aTaKa, @ Ha OCHOBY 3axTeBa MPETNOCTaB/bEHOI PyKoBOAMOLA.

Y cnyyajy npectaHka paAHOr aHrakoBarba KOPUCHWMKA-3amnoCsiieHOr, KOPUCHWYKWM Hanor ce
yKuaa.

O npectaHKy pafgHOr OAHOCA WM pafHOr aHraXoBakba, Kao M MNPOMEHW pagHor MecTa,
3arnoC/ieHn 3afyXXeH 3a MOCMoBe YynpaB/bakwba NjyackuMm pecypcvMa y Operbery 3a OnwTy
ynpaBy, 3ajegHuMyKke noc/oBe W MHCMEKUMjCKM Haa3op Y capafdkbuM Ca  HernocpeaHum
pykoBoguoueM, je ayxaH aa obasectm agmuHucTpatopa WMKT cuctema pagu ykuaama,
OOHOCHO M3MEHY MPUCTYNHUX NpUBUIIErnja TOr 3anoC/IeHOr-KOPUCHUKA.



KopucHuk UKT pecypca, HakoH npecTaHKa pafHOr aHraXxoBakba Y YMnpaBu, He CMe Aa OTKpuBa
noAaTke Koju cy oA 3Hauvaja 3a MHdopmaumoHy 6e3beagHocT KT cuctema.

5. igeHTngpnrxoBarme nHgpopmaynonnx gobapa n ogpehmnBare 0[4roBopHOCTH
33 HHXOBY 3aLUTUTY

Ynad 10.

MHdopmaumoHa pobpa OnwTtuHe BapBapuH Cy CBM pecypcu Koju cagpxe MnoCNoBHe
nHdopmaunje Ynpase onwTuHe BapsBapuH , OAHOCHO, MyTEM KOjux ce BpLWM u3paga, obpaaa,
yyBare, npeHoc, bpucarbe M yHuWTaBamwe nodataka y WKT cuctemy, ykbydyjyhu cee
€N1eKTPOHCKE 3anuce, padvyHapcky onpemy, mobunHe ypehaje, 6a3e nopataka, MNOCIOBHE
annvkaumje, KOHMUrypauujy XapaBepCKMX  KOMMOHEHaTa, TEeXHUYKY W KOPUCHUYKY
AOKYMeHTauujy, YHyTpallHbe npasBusiHnKe Koju ce ogHoce Ha KT cuctem m cn.)

EBnaeHunjy o nHgopmaumoHnm gobpuma soan agMuHuctpatop UKT cuctema, y nanupHoj unm
€NeKTPOHCKOj hopMu.

MpegmeT 3awTuTE Cy:
e Xxapasepcke n codrTBepcke KoMnoHeHTe UKT cuctema
e rogaum Koju ce obpahyjy nnm vyeajy Ha komrnoHeHTama UKT cuctema
e KOPWCHWYKM HaNo3n U Apyrn nopaum o KOpucHuuMMa MHdopMaTuikmx pecypca UKT
cucTeMa

6.KnacugpnkoBsare nogaraka Tako fa HHBO HbHMXOBE 3alUTHTE ofrosapa
3Havajy nogaraka y CK/1agy ca Ha4ye/IoM ynpas/barba PH3NKOM U3 3aKOHa O
HHgpopmaynoHoj 6e3zbeqHocTH

YnaH 11.

Mogaum koju ce Hanase y WKT cucteMmy npeactae/bajy TajHYy, ako Cy Tako AeduHUCaHM
oapenbama nocebHMM nponucuma L.

Moaaum Koju ce o3Haye Kao TajHKu, Mopajy butn 3awTuheHn y cknagy ca ogpeabama Ypenbe o
nocebHMM Mepama 3awWTMTe TajHMX nogaTaka Yy WMHMOPMALMOHO-TENEeKOMYHUKALNOHUM
cuctemuma (,Cn. MacHuk PC*, 6p. 53/2011).

[JetarbaH onuc nHdopmaunja, Hocaumma uHdbopMaumja n AOCTYMHOCTM NofaTaka Hanasu ce 'y
NHdopmaTopy 0 pagy OnwTnHe BapBapuH.

13aKkoH 0 cnoboagHom npuctyny nHdpopmaumjama oa jasHor 3Havaja (,Cn. FnacHuk PC“, 6p.120/04,
54/07, 104/09 1 36/10), 3aKoH 0 3aWITUTK NogaTaka o andHocTm (,Cn. FnacHuk PC“, 6p.97/08,104/09-4P.
3akoH 68/12,-O4/1YKA YC 1 107/2012), 3akoH o TajHoctv nogaTaka (,Cn. FnacHmk PC, 104/2009), Kao u
Ypenba o HaumMHy M NOCTYMNKY O3Ha4YaBakba TajHOCTM NoAaTaka, O4HOCHO AokymeHaTa (,,Cn. FnacHuk PCY,
6p. 8/2011)



7. 3awrura Hocaya rnogaraka
YnaH 12.

AamuHuctpatop UKT cuctema, he ycnoctaBnty opraHusaumjy npuctyna n paga ca nogauuma,
nocebHO OHMMa KOju 6ydy O3HayeHU CTEeneHOM CNYy>X6eHOCTM WM TajHOCTM y CKNagy ca
3aKOHOM O TajHOCTW NojaTtaka, Tako Aas:

e nojauM wn [OokyMeHTM (MocebHO OHM Ca O3HAKOM TAjHOCTU) MOry Aa ce CHuUMe
(apxvBupajy, 3anuily) Ha cepBepy Ha KOMe ce CHMMajy nogaum, y gonaepy Haj Kojum
he npaBo npucTyna nmaTn camo 3anoc/IeHN-KOPUCHMLUM KojuMa je To npaBo obe3beheHo
O4JTYKOM HayesHuKa.

e ogauu u AOKyMeHTWU (MocebHO OHM Ca 03HAKOM TAjHOCTM) MOry Aa Ce CHUME Ha Aapyre
Hocauye (ekcTepHu xapa amck, USB, CD, DVD) camo oa cTpaHe osnawheHux 3anocneHumx
— KOpPUCHMKA.

EBngeHUnjy Hocaya Ha KOjuMa Cy CHUMJbeHu nogdauu, soan agMmuHuctpaTop UKT cuctema 1 ™
mMeaunju Mopajy buTn NponUCcHO obenexeHn 1 oan0XKeHN Ha MeCcTo Ha KoMe he buTu 3awTuheHn
oA HeosnawheHor npucryna.

Y cny4ajy TpaHcnopTa Meamja ca nofgauuma, HadenHuk Ynpase he ogpeavty oaroBopHy ocoby
N HAYMH TpaHcropTa.

Y cny4ajy ncteka pokoBa YyBahba NnojaTtaka Koju ce Hanase Ha MeaujuMa, nogaun mMopajy éutu
HenoBpaTHO 0bpucaHu, a ako To Huje Moryhe, TakBn Meanju Mopajy 6utn dusnykn owrteheHu,
OAHOCHO YHWULUTEHW.

8. Orpannyerse npucryna rnogaymnma M CpeqCTBMMa 3a obpagy nogaraxka
YnaH 13.

Mpuctyn pecypcuma UKT cuctema ogpeheH je BPCTOM Hanora, OAHOCHO AO0AESbEHOM Y/I0roM
KOjy 3anoc/ieHn-KOpUCHUK nma.

3anocneHn Koju uMa aAMUHUCTPATOPCKW Hanor, MMa npasa npuctyna csum pecypcuma UKT
cuctema (CoTBEPCKUM U XapABEPCKUM, MPEXM U MPEXHMM pecypcuMa) y uusby MHCTanaumje,
oAp>KaBakba, NoAellaBana W ynpasrbarba pecypcuMma UKT cucrema.

3anocneHn - KOPUCHUK MOXe [a KOpUCTU CaMO CBOj KOPUCHWYKM Hanor Koju je aobuo op
aAMUHUCTpaTopa U He cMe ga omoryhu apyrom nuuy kopuwhere HeroBor KOPWUCHUYKOr
Hanora, ceM aAMMHUCTPATOPY 3a NoAellaBake KOPUCHUYKOr npodwunia u pagHe CTaHuue.

3anocneHn-KOpnCHUK Koju Ha 6uno Koju HaumH 3noynotpebu npasBa, oAHOCHO pecypce UKT
cMCcTeMa, noanexe KpMBMYHOj W ANCUMMNIMHCKOj OArOBOPHOCTY.

3anoCcneHn-KOpUCHUK AyXaH je aa nowTyje n cnegeha npasuna 6e36eaHor u npuMepeHor
kopuwhera pecypca UKT cuctema, u To aa:

1) KOpUCTM MHPOPMATHUKE pecypce UCKIbYYMBO Y MOCTIOBHE CBPXE;

2) NpuxBaTU Aa Cy CBM Mojaum Koju ce cKnaguwTte, NpeHoce wunu npouecupajy y OKBupy
NMHMOPMATUYKMX pecypca BnacHMWTBO OnwTtuHe BapBapyH M ga Mory 6uTu npeamer
Haarnefarba u npernefarba;



3) nocTyna ca MNOBep/bMBUM ModauMMa y cKnagy ca nponuMcuMa, a nocebHO MpUIMKOM
Kornupama 1 npeHoca noaaTaka;

4) 6e36eqHO YyBa CBOje NO3MHKE, OAHOCHO [a UX He oAaje ApYruM NnumMma;

5) Merba No3MHKe carnacHo yTepheHuM npasuamma;

6) npe cBakor yarbaBarba 04 pagHe CTaHuue, OAjaBu ce ca CUCTeMa, OAHOCHO 3aK/byya pagHy
CTaHuuy

7) 3axTeB 3a MHCTanauvjy codreepa uav xapasepa NOAHOCK y nucaHoj dopmu, ogobpeH of
CTpaHe HenocpeaHor pykoBoaMoLUa;

8) 06e36eam cnrypHOCT noaaTaka y cknagy ca saxkehuMm nponucuma;

19) npuctyna wHMOPMATUYKMM pecypcMMa CaMO Ha OCHOBY EKCMIMUMTHO AOAESbEHUX
KOPUCHUYKMX NpaBa;

10) He cMe pga 3aycCTae/ba pag wnv 6puwe aHTMBMPYCHU MPOrpaM, Mera Herose nogelleHe
onuuje, HATK aa HeosnawheHo MHCTanuMpa ApYyru aHTUBUPYCHWU Nporpam;

11) Ha pagHOj CTaHUUM He CMe [a CKIaaULWITN CaapXKaj Koju He CNY>XW y MOCIOBHE CBPXeE;

12) uspahyje 3awTtntHe Konuje (backup) nogataka y cknagy ca nponucaHnUM npoueaypama;

13) KOpUCTM MHTEPHET M ENeKTPOHCKY MOWTY Yy YNpaBu OMWTUHE Yy CKNagy ca MporvcaHunM
npouenypama;

14) npuxeBaTn ga ce oppeheHe BpcTe WHGMOPMATUUKMX WHTEpBeHUMja (M3pada 3alTUTHUX
Konuja, axypupare nporpaMa, noKpeTare aHTUBUPYCHOr nporpama v cn.) obaemajy Yy
yTBphHeHo Bpeme;

15) npuxBaT fa cBM NpUCTYNM MHPOPMATUUKUM pecypcuma u uHdopmMaumjama Tpeba ga 6yay
3aCHOBaHM Ha NPUHUMMY MUHUMANHE HEOMXOAHOCTU;

16) npuxBaTh Aa TexHuke curypHoctu (aHTu Bupyc nporpamu, firewall, cuctemn 3a petekumjy
ynaga, cpeacrtsa 3a wudpuparbe, CpeacTBa 3a MpoBepy WMHTerputeTa M Ap.) crpeyasajy
noteHuujanHe npethe UKT cuctemy.

17) He cMe aa mHCTanupa, moanduKyje, UCKby4dyje 13 paga wim bpuile 3alTUTHU, CUCTEMCKU
nnn anankaTMBHU codTeep.

9. Opobpasare osnawheHor npucryrna M crnpevyasawe HeosnawheHor
npucryna UKT cucremy m yciryrama koje KT cucrem npyxa

YnaH 14.

MpaBo npucTtyna uMajy camMo 3anoC/eHW/KOPUCHULUM KOjU UMajy aAMUHUCTPATOPCKE WK
KOPUCHWYKE Hanore.

AAMWHUCTPATOPCKN HANOr je jeAMHCTBEHU Hanor KojuM je oMoryheH npucTyn u agMUHUCTpauumja
cBux pecypca VKT cuctema, Kao 1 oTBaparbe HOBUX U M3MeHa noctojehux Hanora.
AOMUHUCTPATOPCKN Hanor MOXe Aa KOPUCTWM CaMO 3arocC/ieHn Ha MOoC/10BUMMa agMUHUCTpaTopa
KT cucrema.

KOpUCHWYKM Hanor ce cactoju o4 KOPUCHWYKOr MMEHa U NO3MHKE, KOjU Ce MOry yKyuasaTtu unm
ynTaTM Ca Meavja Ha KOMEe MOCTOjM ENEKTPOHCKUM cepTUdMKaT, Ha OCHOBY Kora ce BpLUK
ayTeHTUdMKaumja — NpoBepa MAEHTUTETA U ayTopu3aumja — NpoBepa npasa NpUCTyna, O4HOCHO
npasa kopuwhera pecypca VKT cuctema of CTpaHe 3anocneHor-KopucH1Ka.

KOpUCHWYKM Hanor AoAerbyje afMMHUCTPATOp, Ha OCHOBY 3axTEBAa 3aroC/eHOr 3aAyXKEHor 3a
yrpaB/batbe JbyICKUM pecypcuMa y capajtbi Ca HEMocpeaHUM PYKOBOAMOLIEM M TO TEK HAKOH
YHOCa MnojaTaka O 3anoc/ieHoM y cohTBEP 33 yrpaB/batbe /bYACKMM PEeCcypcuMMa, a Y CKady ca
notpebama obaBsrbatba MOCNOBHUX 3a/laTaka Ofl CTPaHE 3anoCNEHOr-KOPUCHUKa.



AQMUHUCTPATOP BOAM €BUAEHLIN]Y O KOPUCHUYKMM Hano3uMa, NpoBepaBa HMX0BO Kopulhere,
MEHa MpaBa MPUCTYMNa M YKMAQ KOPUCHMYKE HaNore Ha OCHOBY 3axTeBa 3arnoc/ieHOr Ha
MOCNOBMMa YynpaB/batba JbyACKMM pecypcrMa, OAHOCHO HaA/IeXHOr pyKoBoAMOLa.

10. YrBphuBawe O[QroBOPHOCTH KOPHUCHMKA 3a 3alUTUTY COIMCTBEHNX
cpefcraBsa 3a ayTeHTUKaynjy

YnaH 15.
KopUCHWYKM Hanor ce cacTtoju o4 KOPUCHUYKOr MMEHA U NO3MHKE.
(MpuMep:KOpUCHUYKO MMe ce Kpeupa Mo MaTpuuM MMe.npesvMMme, NaTUHUYHMM nucMoMm 6e3

ynoTtpebe cnoBa h,X,/b, kb, h, 4, U, LW.
(Mpenopyka: YMeCcTo 0BUX Cll0Ba KOPUCTUTK CnoBa u3 Tabene. )
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JloanHka Mopa fa CagpXyM MMHMMYM OCaM KapakTepa KOMOMHOBaHMX Of ManuxX W BEMUKUX
CnoBa, undapa v cneumjanHmMx 3HaKoBa.

JloanHka He cMe pfda cagpXxu uMme, npe3uMme, Aatym pohewa, 6poj TenedoHa u apyre
npeno3HaTt/buee noaaTtke.

AKO 3anoCNeHN-KOPUCHMK MOCYMHba Aa je APYro Nvue OTKPWIO HEroBY NO3WMHKY AyXaH je Aa
UCTY OAMaXx U3MEHMU.

3anocneHn-KOPUCHUK AY>KaH je Aa MeHa NI03MHKY HajMare jeHOM y 6 Meceuu.

McTa no3uHKa ce He CMe NMoHaB/baTh Y BPEMEHCKOM Mepuoay 04 roanHy AaHa.

KopucHWYKM Hanor Moxke Aa ce ce Kpenpa W Ha OCHOBY nojaTtaka KOju ce Hanase Ha Meaujy ca
KBaNMMUKOBAHNUM €NEeKTPOHCKUM cepTUhUKATOM (HMNp. SIMYHA KapTa Ca 4YMNOM M YNUCaHUM

cepTndmkKaTom).

MpujasmuBarwe y WKT cuctem OnwTuHe BapBapuH ce Bpwn ybaumBaweM Meauja ca
€NEKTPOHCKMM CepTUDUKATOM y YMTay KapTuua.

HeoBnalwheHo ycTynatbe KOPUCHMYKOP Hanora JApyroM nudy, MoAnexe AUCUMMIMHCKO]
OZIrOBOPHOCTMW.



11. lpeasnbarwe ogroBapajyhe ynorpebe kpunrosawTure pagn 3alTHTE
TajHOCTH, ayTEHTHYHOCTH O4HOCHO MHTErpHUTETa nNogaraxa

YnaH 16.
Mpuctyn pecypcnma UKT cuctema OnwtnHe BapBapuH He 3axTeBa NocebHy KpunTo3awTuTy.

3anocneHn-KOpPUCHNLM KOPUCTE KBaNMPUKOBAHE ENEKTPOHCKE CcepTUdUKaTe 3a e/IEKTPOHCKO
NnoTNUCUBarbe AOKYMEHaTa Kao M ayTeHTUdMKauujy M aytopusauujy npuctyna nojeamHuM
anavkauujama.

3anocnenn Ha nocnosmMa UKT cy 3aayeHun 3a MHCTanaumjy notpebHor codrteepa n xapasepa
3a Kopuwhere cepTudmkaTa.

3anocneHn-KOPUCHNLM Cy AYXHM Aa 4YyBajy CBOje KBanMMKOBaHE eNEKTPOHCKe cepTudmkaTe
Kako He 61 gownu y nocea Apyrux nuua.

12. ®n3nyka sawrnra objexkara, npocropa, npocropmja O[JHOCHO 30Ha y
Kojuma ce Haslaze cpegcrea n gokymeHTtn UKT cncrema mn obpabyjy nogauyn y MKT
cucremy

YnaH 17.

[MpocTop y KOMe ce Hanase cepBepu, MpeXxHa WM KoMyHukaumoHa ornpema WUKT cuctema,
opraHu3yje ca Kao aAMUMHUCTpATMBHA 30Ha. AAMMHUCTPATMBHA 30Ha Ce YCnocTaB/ba 3a
¢u3nukm npuctyn pecypcrma UKT cucteMa y KOHTPOMMCAHOM, BUA/BUBO O3HAYeHOM MpPOCTopY,
Koju je obezbeheH MexaHMUKOM 6paBoM, BUAEO HAA30POM.

MpocTop Mopa fa 6yae obesbeheH op komnpomutyjyher enektpomMarHeTHor 3padverba (KEM3),
noXxapa W Apyrux eneMeHTapHuMX Henoroga, U y mweMmy Tpeba paa 6yae oprosapajyha
TemnepaTypa (KnMMaTn30BaH NpocTop).

EBuaeHUnjy o ynacky y oy 30Hy Boau aaMuHuctpaTtop UKT cucrema.

13. 3awrnra og rybnrka, owrehemwa, kpabhe nan gpyror ob671MKa yrpox<aBarka
6e3begqHocTn cpegcraBa Kkoja ynHe UKT cucrem

YnaH 18.

Yna3 y npoctopujy y Kojoj ce Hanasn UKT onpema, Ao3BosbeH je caMo agMuHucTpatopy UKT
cucrema.

OcnM agMUHUCTpaTopa cucTema, NPUCTYN aAMMHUCTPATMBHO] 30HM MOry uMaTtu u Tpeha nuua y
UMbY WHCTanaunje n cepsucmparba oppeheHmx pecypca UMKT cuctema, a no NpeTxogHOM
oaobpery HauyenHuka YnpaBe, M y3 MPUCYCTBO  HagnexdHor nuua (aamuuHuctpatopa WKT
cucTema).

MpucTyn agMUHUCTPATMBHO] 30HM MOXE WMaTW W 3anoC/ieHn Ha MNOC/0BUMA OAp’KaBarba
XUrnjeHe y3 npucycTBo HaanexdHor nuua AaMuHuctpatopa UKT cuctema.



MpocTopuja Mopa 6uTM BUABLMBO obenexeHa M y HOj Ce MOpa Hanasutu MpoTMBMOXapHa
onpeMa, Koja ce MOXe KOpUCTUTKU CaMO Y C/ydajy noxkapa y npocTopuvju y Kojoj ce Hanasu UKT
onpema 1 Meavju ca nogaumma.

Mpo3opu 1 BpaTa Ha 0BOj NPOCTOPUjXU MOpajy YBeK bUTn 3aTBOpEHM.

CepBepu M aKkTMBHa MpexHa onpema (switch, modem, router, firewall), Mopajy cranHo 6utn
NPUK/byYeHn Ha ypehaje 3a HenpeknaHo Hanajare — UPS.

Y cnyyajy HeCTaHKa enekTpuyHe eHepruje, y nepuoay ayxem oA kanauuteta UPS-a,
oBnawheHo Nnvue je AY)XKHO Aa MCK/byuuM OnpeMy y ckiagy ca npouegypama npovssohada
onpeme.

WKT onpemMa n3 npoctopuje ce y ciny4ajy onacHoCcTu (Noxxap, BPEMEHCKE HEMoroge v Ci.) MoXe
n3HeTn n 6e3 ogobpera Ha4venHuKa.

Y cny4yajy msHowena onpeMe paau cennabe, unm cepBucuparba, HEONXOA4HO je oaobperse
HayenHuKa Koju he oapeanTu yCioBe, HaunH 1 MeCTO U3HOLWEHa Onpeme.

AKO ce onpeMa M3HOCK paau cepBuUCHpatba, nopes ogobpera HauvenHuka Ynpase, noTpebHo je
CAUMHWUTY 3aNUCHUK Y KOME Ce HaBOAM HA3WB U TUM OMNpeMe, cepujckn 6poj, HasMB cepBucepa,
“Me 1 nNpesumMe oBnawheHor nnua cepeucepa.

YroBopoM ca cepBucepoM Mopa 6utn aeduHucaHa obasesa 3awWTUTE NoaaTaka Koju ce Hanase
Ha Meaujuma koju cy aeo UKT pecypca OnwtuHe BapeapuH.

14. ObeszbehnBarwe HcripaBHor n 6e36e4Hor pyHKYnMoHUCara cpegcraBa 3a
obpapgy nogaraka

YnaH 19.

3anocneHn Ha nocnosuMa WKT KOHTUMHYMpaAHO Haa3upy W nposepaBajy (yHKUMOHUCaHE
cpeacTtasa 3a 0bpagy nojaTtaka M ynpaerbajy pusvuuMa Koju Mory ytuuatn Ha 6e3beaHoct UKT
cucTema K, y Cknagy ca TMM, nnadHupajy, OAHOCHO npeanaxy HadenHuky Ynpase oarosapajyhe
Mepe.

MNpe yBohera y pag Hosor codTBepa HEONXOAHO je HanpaBuTU KOMnujy-apxuey nocTtojehmx
noaaTaka, y uusby npunpeme 3a npoueaypy spaharba Ha NpeTxoaHy cTabuiHy Bep3ujy

MHcTanupatbe HOBOr cohTBEpa Kao M axypupare nocTtojeher, ogHOCHO MHCTanauuja HoBe
BEP3Uje, MOXE Ce BPLUMTY Ha HaYMH KOjU HEe OMETa OnepaTVBHM paj 3amnoc/eHNX-KOPUCHUKA.

Y cny4ajy Aa ce Ha HOBOj Bep3nju codTBepa Koju je yBeaeH y onepaTvBHU paj npuMeTe 6uTHu
HeaoCTauM Koju Mory yTuuatv Ha pag, notpebHo je mpuMeHuTW npoueaypy 3a Bpahame Ha
npeTxoaHy cTabunHy Bep3njy codTeepa.

15. Fawrnra nogaraka M cpegcrBa 3a obpagy nogaraka of 3/10HaMEPHOr
cogpreepa



YnaH 20.

3awTuTa oA 3M0HaMepHor codTBepa Ha MpeXu CNpoBOAM Ce Y Uuby 3aTuTe o4 BUpyca M
Apyre BpCTe 3/I0HaMEepHOr KOAA  KOjU Y payvyyHapcKy Mpexy Mory [OCneTM  UHTepHeT
KOHEeKLMjoM, WMejnoM,  3apakeHuM npeHocHuM  Meaujuma (USB memopwuja, CD wuTa.),
WHCTanaunjoM HenumueHumpaHor codTeepa v ch.

3a ycnewHy 3aliTUTY 04 BMPYCa Ha CBAKOM padyHapy je WHCTanMpaH aHTMBUPYCHM Mporpam.
CBaKOAHEBHO ce ayToMaTcku Y 14 caTu BpLM AOMNYyHa aHTUBMPYCHUX AeduHuumja.

CBakor npeTnocneatber pagHor AaHa Yy Hederbu je noTpebHO OCTaBUTU YK/bydeHe W
3aK/by4aHe payyHape paau CKEHMpaHa Ha BUpYCE.

3abparbeHo je 3aycCTaB/barbe UM WUCK/byuMBarbe aHTUMBUPYCHOr COoTBEpA TOKOM CKEHMpama
NpeHoOCHNX Meauja.

MpeHocvBM Meanju, npe kopuwhera, Mopajy 6UT1 NpoBepeHV Ha MPUCYCTBO Bupyca. AKO ce
YyTBpAN da MPEHOCVMBM Meawnj CaapXkv BuUpyce, YKONMKO je To moryhe, Bpwu ce unwherbe
Meauja aHTUBMPYCHUM COTBEPOM.

Pusnk on eseHTyanHor rybutka nogataka npuavkoMm uuvwhewa meauja o4 BuMpyca CHOCU
JoHoCcMNau Meauija.

Y uwby 3awTtuTe, opaHocHo yraga y WKT cuctem OnwTuHe BapBapuvH ca WHTeEpHeTa,
agMuHucTpaTop UMKT cncteMa je AyxxaH Aa ogp)kaBa CUCTEM 3a CnpedvaBarbe ynaga.

PykoBoamoun opraHu3aumoHnx jeamHuua oapehyjy Koju 3anocneHn wumajy npaso NpucTyna
WHTEPHETY pajn MpuKyr/bakba nogataka W oCTanux MHdbOpMauumja Be3aHUX 3a obasrbarbe
NnocnoBa Yy HUX0BOj HAAIEXHOCTMU.

KopucHuumMa Koju cy npukrbydeHn Ha UKT cuctem je 3abparbeHO caMOCTasiHO MpUK/byvMBake
Ha MHTepHeT (NPUK/by4YMBarbe NPEKO COMCTBEHOr Mogema), Mpu 4YeMy agmuHuctpatop UKT
CUCTEMA MOXE YKMHYTU NPUCTYN MHTEPHETY Y C/y4ajy AoKa3aHe 3noynotpebe ucror.

KopucHuum UKT cuctema Koju KopucTe MHTEPHET MOpajy Aa ce NnpuapXXasajy Mepa 3alliTuTe o4
BMpyCa M ynaga ca nHtepHeta Y UKT cucteMm, a cBaku payvyHap 4uju ce 3anoc/ieHn-KOPUCHUK
npuk/byyyje Ha WHTepHeT Mopa 6uTu ogrosapajyhe nogeweH w 3awTtuheH, npu yemy
nogewasame Bpwmn aagmuHuctpatop UKT cucrema.

Mpunukom Kopuwherwa nHTepHeTa Tpeba nsberasatn cymwme WEB cTpaHuue, ¢ 063vpoM aa
TO MOXEe Mpoy3poKoBaTM npobnemMe - HENpUMETHO WHCTanMpake LWNWjYHCKUX nporpaMa u
CNINYHO.

Y cny4yajy Aa KOPWUCHMK MNPUMETUM HeObWYHO NOoHallake padvyHapa, 3anaxare Tpeba 6e3
opgnaraka Aa npujasn agmuHuctpatopy UKT cuctema.



Ctporo je 3abpareHO rnefarbe GUIMoOBa M Urpakbe MUrpuua Ha padyHapuma u "Kpcrapere"
WEB cTpaHvuama koje cagpxe Hefo/vyaH caapXkaj, Kao M CaMOBOJBHO Mpey3nMane UCTUX ca
NHTEpHETa.

Hepo3sorbeHa ynotpeba nHtepHeTa obyxsara:

e VHCTanupare, AUCTpubyumjy, ornawaBarbe, NMPEHOC WM Ha APYrY HauMH YMbeHe
[AOCTYNHUM ,MUPaTCKMX" UKW ApYrux coTBEPCKMX MPOM3BOAA KOjU HUCY NULEHLMPaHU
Ha oaroBapajyhu HauuH;

e HapywaBawe CUrypHOCTM Mpexe WM Ha ApYyrn HauvH oHeMmoryhasarbe MOC/0BHE
WMHTEPHET KOMYHUKauuje;

e HAMEpHO LUMpeHe AECTPYKTUBHUX M ONCTPYKTUBHMX NporpamMa Ha UHTEpPHETY (MHTepHeT
BMPYCH, MHTEPHET TPOjaHCKM KOHbW, WHTEPHET UpBW W Apyre BpCTe MannuUMO3HUX

codTBEpa);

e Hefo3BO/bLEHO Kopuwhere APYLUTBEHUX Mpexa U APYruxX MHTEpHET caapXaja Koje je
OrpaHM4eHo;

e npey3umare (download) nogataka Benuke “TexuHe” Koje nNpoy3pokyje “3arywere” Ha
MpEexu;

e npey3umare (download) matepujana 3awTnheHnx ayTopckmMM npaBuma;
Kopuwherwe NMHKOBA KOjU HUCY Yy Be3u ca nocioMm (rnegame ¢uaMoBa, ayamo U
BMAEOCTPEAMUHT 1 CN.);
e Heo3BOSLEHM MPUCTYN CaapXajy, NpoOMeHa cagpxkaja, bpucare unu npepaga cagpxaja
NpeKo UHTEepPHeTa.
KopucHMuMMa Koju HeapekBaTHMM KopuwherneMm WMHTepHeTa Y3pOoKyjy 3aryweme, npekug y
pagy wnun HapyLasajy 6e36e4HOCT Mpexxe MoXe ce OA4y3eTu NpaBo NpucTyna.

16. 3awrnra og rybutka nogaraka
YnaH 21.

base nogaTtaka ob6aBe3HO ce apxuBupajy Ha npeHocuse Meauje ( DVD, ekcTepHuM xapa OMCK),
HajMahbe jeAHOM AHEBHO, HeAerbHO, MecevyHo 1 roguilkbe, 3a notpebe obHoBe 6a3e nogaTaka.

Octanu ¢ajnoBm-gOKYMEHTU Ce apxvMBMpajy HajMare jeqHOM HeaerbHO, MeCeYHO U roauLLHLE.

MNoaaum o 3anocneHnMa-KopucH1UUMMa, apxmBnpajy ce HajMare jeJHOM MeCe4Ho.
[IHEBHO KONUpar-e-apxmBMpare BPLUM Ce 3a CBaKW paaHu AaH y ceammum, oa 20 yacoBa CcBakor
pagHor AaHa.

HepnerbHO Konvpare-apxvBuparbe BpLUM Ce rnocneaHer pagHor gaHa y Hegersu, o 20 4acosa,
Y OHOJIMKO HeferbHUX NpyYMepaka KOJIMKO MMa Nnocneamwux pagHux aaHa y mMecedy.

MeceyHO Konupare-apxmBMpar-e BpLIK ce nocnearer pagHor AaHa y Meceuy, 3a CBaku mecel
nocebHo, oa 20 YyacoBa.

loanwHe Konmpake-apxvMBrpake BpLUM Ce NOCNeaHer pagHor AaHa y roavHu.

CBaKku MpuMepaK rofuLLHkEe KOomnuje-apxmBe YyBa CE Yy POKY KOju je aedvHucaH YnyTCTBOM O
KaHLeNapmnjckoM nocnoBarby opraHa apxasHe ynpase (,Cn. MnacHuk PCY, 6p 10/93, 14/93-
ncnp. n 67/2016).



CBakuM npuMepak npeHOCHOr WHMOpMaTUYKOr Meauja ca Kornujama-apxuBama, Mopa 6uTn
O3HayeH 6pojeM, BPCTOM (AHEBHA, HeAerbHa, MeCeyHa, roavlikba), AaTyMOM u3page Konwuje-
apxvBe, Kao M MMEHOM 3arnoC/eHOr-KOPUCHUKA KOju je U3BPLUMO KoMMpare-apXMBupam-e.

[IHeBHe, HeaerbHe M MeceyHe Koruje-apxmee ce 4yBajy Y MpoCTOpuju Koja je dusmukm u y
cKnagy ca Mepama 3awTute of noxapa obesbeheHa.

Moanwre konunje-apxmee ce n3pahyjy y ABa NnpuMepKa, 04 KOjuX ce jeaaH vyBa y nNpocTopujn y
KOjoj ce JyBajy AHEBHe, Hefe/bHe U MeceyHe Konuje-apxuee, a Apyrn npuMepak y 3rpagu, a
KoOja je HajMame 1 KM yaarbeHa of, 3rpaje Ynpase.

McnpaBHOCT Konuja-apxuBa NpoBepaBa Ce HajMarbe Ha LWeCT Meceum 1 To Tako LITO Ce U3BpLUK
nopahaj 6a3a nopgataka Koje ce Hanase Ha Meavjy, nNpu 4emy BpaheHu nojaun HaKOH
nospahaja Tpeba aa 6yay ncnpasHu n cnpemHu 3a ynotpeby.

17. YHYysawe nogaraxka o pgorabajuma koju Mory 6uMTHM 04 3Ha4vaja 3a
6e3b6eqHocT KT cucrema

YnaH 22.

O aKTMBHOCTMMA aAMMHMCTPATOpa M 3arocC/fieEHMX-KOPUCHUKA BOAE Ce AHEBHUUWM aKTUBHOCTU
(activitylog, history, securitylog, transactionlog n ap).

Ceakor nocnearer pagHor faHa y Hefle/bn AaToTeke y KOojuMa ce Hanasn AHEBHWK aKTUBHOCTU
ce apxuBupajy no npoueaypuv 3a m3pagy Konuja-apxvmea octanux nogataka y UKT cucremy, y
cknaay ca uyn. 20 osor npasBuIHKKA.

18. Obe3zb6ehnBarbe nHTErpuTera cogpreepa m ornepaTuBHNX CUCTEMA

YnaH 23.

Y UKT cucteMy Moxe Aa ce MHCTanuMpa camo codTBep 3a KOju moctoju Baxkeha nuueHua y
BACHULWTBY Ynpase onwTnHe BapeapuH, ogHOCHO Freeware n Opensource Bep3uje.

WHcTanaunjy v nopgewasare codpTBepa MOXe Aa BpwK camo agmumHuctpatop WMKT cuctema
OOHOCHO 3anoc/ieHn-KOPUCHMK KOju uMa oenawherse 3a TO.

WHcTanaunjy n nogelwasare codTBEpa MOXe Aa M3BpwK 1 Tpehe nuue, y cknagy ca YroBopom
0 HabaBLM, OAHOCHO oApXKaBaky codTBepa.

MNpe cBake WHCTanauuje HoBe Bep3nje codTBepa, OAHOCHO MoOAeLlaBakba, HEOMNXOAHO je
HanpasuTK Konujy noctojeher, kako 6u ce obesbeamna MoryhHOCT noBpaTKa Ha MpPETXOAHO
CTame y Cny4ajy HeoueKMBaHMX CuTyaumja.

19. 3awrnra ofg 3/0ynorpebe TexHunyknx b6e3begqHocHux csabocrn HUKT
cucrema



YnaH 24.

AamuHuctpaTtop UKT cuctema HajMame jeqHOM MeceyHo a No noTpebu u yewhe BplwM aHanusy
AHEeBHMKA akTuBHoCTM (activitylog, history, securitylog, transactionlog v gp ) y uwmby
naeHtTudmkaumje noteHumjanHux cnaboctm UKT cuctema.

YKonMko ce uaeHTudukyjy cnaboctn koje mory paa yrpose 6e36egHoct UMKT cuctema,
agMuHuctpatop UMKT cuctema je AyaH Aa oaMax M3BplM nofellaBarba, OAHOCHO MHCTanupa
codTBEp KOju he OTKNOHUTK youeHe cnabocTu.

20. Obe3behnBamwe fa aKTMBHOCTH Ha peBusnjn MNKT cucrema mmajy wro
MarbH yTHyaj Ha QOyHKUHOHNCabEe cCUCTEMA

YnaH 25.

Pesu3unja UKT cuctema ce Mopa BpLUMTK TaKO Aa MMa LUTO Marbk YyTULAj HAa MOCMOBHE npouece
KOPUCHMKA-3anoCcneHnx. YKONMKo TO Huje Moryhe y pagHO BpeMe, OHAA Ce BpLUM HAKOH
3aBpLUETKa pagHOr BpeMeHa KOPUCHMKA-3anocneHunx, Ymju bu nocnosHu npouec 61Mo omMeTaH, y3
NPETXOAHY CarnacHOCT HayeHuKa Ynpase.

21. 3awrTnta nogaraka y KOMyHHMKaUHOHNM Mpexxama yrksbydyjyhn ypebaje n
Bogose

YnaH 26.

KoMyHuKkaumoHn kabnoesu u kabnoeu 3a Hanajare Mopajy 6uTh MnocTaB/beHW Yy 3uay Wn
KaHanuMuama, Tako aa ce oHemoryhu HeosnawheH npucTyn, OAHOCHO Aa Ce U3BPLUX M3onauuja
oa moryher owtehemsa.

MpexHa onpema (switch, router, firewall) ce Mopa Hana3utu y 3akbydaHoM rack opMaHy.
AamnHuctpatop UKT cuctema je ayXaH Aa CTanHO BPLUM KOHTPOJSIHW Mpernesi MpexHe ornpeme
1 6naroBpeMeHo npeay3nuMa Mepe y Uniby OTK/arbarba €BEHTYasTHUX HEMPABUTHOCTH.

BexxuyHa Mpexa Kojy Mory fa Kopucte nocetvoum objekaTta y HaanexHocTu Ynpase, Mopa
6UTK oABOjeHa 0 MHTEPHE MpeXe KOjy KOpUCTE KOPUCHMUM 3amociieHn Y Ynpasu 1 Kpo3 Kojy
Ce BpLM pa3MeHa cnyxbeHunx nogaTaka.

Ta Mpexa Tpeba aa 6yae o3HayveHa (CCUA) no mogeny ,mts WiFi™.

23. lMurarwa wnHpopmaymnoHe 6e36€4HOCTH y OKBUPY yrnpaB/bakba CBHM
ghazama xmBorHor ynknyca UKT cuncreMa ogqHOCHO f4e/10Ba CUCTEMA

YnaH 28.
HauvH uvHCTanupama HOBWMX, 3aMeHa M oapxkaBawe nocTtojehux pecypca UKT cuctema o
CTpaHe Tpehux nmua Koja HUCY 3anocneHa y Ynpasu, buhe geduHuncan yrosopom koju he éutu

CKNOIMJ/beH Ca TUMM NnumMa.

AomuHuctpaTop UKT cuctema je 3afyXeH 3a TEXHUYKW HaA30p Hag peanv3aumjoM YroBOpeHUX
obaBe3a of cTpaHe Tpehux nuua.



O ycnoctaemary HosBor WKT cuctema, OAHOCHO yBOhely HOBMX [enoBa M M3MeHaMa
nocrojehux genosa UKT cuctema agmmHucTpaTtop KT cucteMa Boan AOKYMEHTauumjy.

[lokyMeHTauMja M3 MpeTXoAHOr CTaBa Mopa Aa CaapXu onvce CBUX npouedypa a nocebHo
npoueaypa Koje ce ogHoce Ha 6e36eaHocT UKT cuctema.

24. 3awrTnTta nogaraka Kojun ce Kopucre 3a rorpebe recrupara KT cucrema
OAHOCHO f€/10Ba CHCTEMA

YnaH 29.

MpuAnkoM TecTuparba CUCTeMa, nodauu Koju Cy O3HayYeHW O3HAKOM TajHOCTM, OAHOCHO
CNy>X6eHOCTN Kao MoBepsbMBM MOAAUM, MW CYy NUYHKM nogaum, agmuHuctaptop UKT cuctema,
oAroBapa 3a nojaTke Yy Ckiagy ca nponMcuma kojuma je aeduHucaHa ynotpeba u 3awTtuta
TakBe BpCTe nogaTaka).

25, 3awrnra cpegcrasa oneparopa WKT cucrema koja cy AOCTYynHa
npy)xaoynma ycayra

YnaH 30.

Tpeha nuua-npyxaouun ycnyra uspage v oapxasaka codTBepa Mory npucTynuTh CaMO OHUM
nogaumma Koju ce Hanase y 6asama nogartaka Koje cy Aeo codTBepa KOju Cy OHW m3pagunu,
OHOCHO 3a KOje NOCTOjM YroBOpOM AeUHMCAH NpUCTyn.

AamnHuctpatop UMKT cucrtema je oaroBopaH 3a KOHTPO/Y MPUCTYNa U HaAa30p HaA M3BpLUEH-eM
yroBopeHunx obaBe3a, Kao M 3a MowToBake oapeabw OBOr npaBWIHMKA KOjuMa Cy TakBe
aKTUBHOCTK AedmHucaHe.

26. Opp)xaBarbe yroBopeHOr HHMBOa MWH@opmaynoHe 6e3begqHocTn M
nPpYyXeHnx yciiyra y cksiagy ca ycJioBuUMa KOjH Cy yroBOPEHM ca Npy»KaoLeM yciiyra

YnaH 31.

OnwTHa HeMa CKJIOM/bEH YroBop ca TpehuM nuuuMa 3a npyXake ycayra mHgopMaumnoHe
b6e36enHoCcTH

27. lMpeBerymnja n pearosarbe Ha 6e36e4HOCHE MHUNAEHTE, WITO NogpasyMesBa
agekBaTHy pasMmeHy HH@opmayHnja o b6e3begHocHuM ciabocrnma UKT cucrema,
HHUNAEHTHUMA M NPETHaMa



YnaH 32.

Y cnyyajy 6uno KakeBor vHUMAEHTa KOju Moxe Aa yrpo3un 6e3b6eaHoct pecypca UKT cuctema,
3anoC/IeHN-KOPUCHKK je Ay>kaH Aa oaMax obasectn agMuHucTpatopa UKT cucrema.

Mo npujemy npujaBe agmuHuctpatop UKT cuctema je ayxaH aa ogmax o6aBeCcTM HayenHuka
YnpaBse v npeagy3me mMepe y unby 3awtute pecypca UKT cuctema.

YKONMKO Ce paan O WMHUMAEHTY Koju je aeduvHucaH y cknagy ca YpeaboMm O MNOCTYMKy
[OCTaB/barba NojaTaka, IMCTK, BpCTaMa U 3Hayajy MHUMAEHaTa v NocTynky obaseluTaBarba O
WHUMAEHTMMA Y WH(MOPMALMOHO-KOMYHUKAUMOHMM cucTeMMMma oA nocebHor 3Hadvaja, ,Cn.
MacHuk PC", 6p, 94/2016), aamunuctaptop WMKT cuctema je ayxaH Aa nopen HayenHuka
06aBecTn 1 HaaneXxHn opraH AeduHMcaH 0BOM ypeabom.

AgmuHuctaptop UKT cuctema BoaM eBumaeHUnjy O CBMM MHUMAEHTMMA, Kao WM npwujaBama
NMHUMAeHaTa, y cKnagy ca ypeabom, Ha OCHOBY Koje, MpOTMB OArOBOPHOT SiMua, MOry Aa ce Boje
AVCLUMITIMHCKM, NPEKPLUIAjHN MW KPUBUYHM NOCTYMUW.

28. Mepe koje obe3b6ehyjy KOHTUHYHMTET ObaB/batba IOC/Ia y BaHPEQHNUM
OKOJIHOCTHMA

YnaH 33.

Y cnyyajy BaHpeaHUX OKOJTHOCTH, Koje Mory Aa Aosedy Ao usMelwtara VKT cuctema u3 3rpaae
Ynpase, agMuHuctaptop UKT cuctema je ayxaH da y Hajkpahem poky npeHece aenose UKT
cucTeMa HeonxoAHe 3a (YHKUMOHMCame Yy BaHpeaHOj CUTyauuju Ha pe3epBHY fokauwujy, Y
CKMafy ca NiaHoM pearoBaka Y BaHpeAHUM U KPU3HUM cuTyaumnjama.

Cneundwukaumjy nenosa UKT cuctema Koju Cy HeONXoAHW 3a (DYHKUMOHUCaHE Y BaHpeAHUM
cuTyaumjama mspahyje agmmHucTpatop KT cuctema v To y Tpu NpuMepKa, oA KOjux ce jeaaH
Hanasu koA Hera, ApyrM KOA 3amnoCieHOr HafnexHOr 3a nocnose oabpaHe v BaHpeaHe
cuTyauuje a Tpehm npuMmepak koA HadenHuka Ynpase.

Jenose UKT cuctema KOjU HUCY HEOMNXOAHW 3a (PYHKUMOHWCArEe Y BaHpeaHUM CuTyauujama,
CKNaJMLLITE Ce Ha pe3epBHY JloKkauujy, Kojy oapeau HadenHuk Ynpase. Cknaguvwitere [Aenosa
KT cucrtema Koju HUCY HEOMXOAHM, Ce BPLIKM Tako Aa onpema byae 6e3beaHa n obenexeHa, y
CK/lagy ca eBMAEHLNJOM Koja ce O H0j BOAM.



III. WM3meHa MNpaBunHuka o 6esbegHocTn

YnaH 34.

Y cny4yajy HacTaHka [MpoMeHa Koje MOory HacTynuTu ycnen  TEXHUYKO-TEXHOSOLLKMX,
KaApOBCKMX, OpraHu3aumoHux npoMeHa y WKT cuctemy wn pgorahaja Ha rnobanHom u
HaLMOHANIHOM HMBOY KOjU MOry Hapywutu nHdpopMaumoHy 6e3benHocT, agMuHucTpaTtop UKT
cucTeMa je ayxaH Aa obaBecTu HavenHuka Ynpase, Kako 61 OH MOrao da npucTynu U3MeHu
OBOr MpaBW/IHMKA, Y UWbY yHanpehere Mepa 3aTuTe, HauMHa M npoueaypa nocTmsara u
oapXaBakba afekBaTHOr HMBoa 6e36eaHocTn UKT cuctema, Kao u npencnutmnBare osnawhera
1 OArOBOPHOCTU Y Be3un ca 6e36eaHowhy n pecypcuma UKT cucrema.

IV. Mpoeepa UKT cucrema

YnaH 35.

MpoBepy UKT cnctema Bpwn agmmHuctpatop UKT cuctema.

Mposepa ce BpLUM Tako LWITO Ce:

1) npoBepaBa ycknaheHocT lMpaBunHnka o 6e3beaHoctn UKT cuctema, ysumajyhu y o63mp u
npaBUIHUKE Ha Koja ce Bpwn ynyhueame, ca NponucaHMM ycrnoBuMa, OAHOCHO MpoBepasa Aa
M Cy MNpaBWIHUMKOM aAeKBaTHO npeaBuheHe Mepe 3awTuTe, npoueaype, osnawhera M
oarosopHoctu y UKT cucremy;

2) npoBepasa Aa Nun ce y onepaTMBHOM pajy afekBaTHO NpuMensyjy npeasuheHe mMepe 3awTuTe
1 npoueaype y cknagy ca yrepheHuM osnawhernma n oaroBoOpHOCTMMA, MeTodama MHTepBjya,
cuMynaumje, nocmaTpama, yeuaa y npeasuheHe eBuaeHumje v Apyry AOKyMeHTauujy;

3) Bpwwn npoBepa 6e36eaHOCHMX CNaboCTN Ha HMBOY TEXHUYKUX KAPAKTEPUCTMKA KOMMOHEHTH
NKT cuctema MeTtoaoM yBuaa y u3abpaHe nNpou3BoAe, apXUTEKType pellera, TeXHU4YKe
KOHdUrypaunje, TexHuyke nogaTtke O CTaTycuMma, 3anuce O paorahajuma (noroee) Kao u
METOAOM TecTupara NocTojarba No3HaTMX 6e36eaHOCHMX cnabocTy y CIMYHUM OKpYXKEHUMA.

O u3BpLLEHOj NPOBEPU CaunHaBa Ce M3BELLTAj, KOjU Ce AoCTaB/ba HavyenHUKy Ynpase.

V. Cappyxaj nssewrtaja o nposepu UKT cucrema

YnaH 36.

M3BewTaj o npoeepn UKT cuctema cagpxu:

1) Ha3mB onepaTopa UKT cuctema Koju ce npoBepasa;
2) BpeMe nposepe;

3) nogaum o nMuMMa Koja Cy BpLUKia npoBsepy;



4) n3BeLTaj 0 CNpoBEeAEHUM paarbamMa NpoBepe;

5) 3ak/bydyke no nuTawy YycknaheHoctn [MpasunHuka o 6e36egHoct UKT cuctema ca
NPONMCaHNM yCnoBuMa;

6) 3aK/byyke MO NuTary adekBaTHe npuMeHe npeaBuvheHux Mepa 3alTuTe Yy onepaTMBHOM
paay,

7) 3aK/byyke MO nNuTamy €EBeHTyanHux 6e36eaHOCHMX CnaboCTM Ha HUMBOY TEXHUYKUX
KapakTepuctnka KomrnoHeHTn UKT cucrema;

8) oueHa ykynHor H1Boa nHdopMaumoHe 6e36eaHoCTH;

9) npeanor eBeHTYya/HUX KOPEKTUBHUX Mepa;

10) noTnuc ogrosopHor nmMua Koje je cnposeno nposepy UKT cuctema.

VI. MpenasHe u 3aBpLiHe oapenbe
YnaH 37.

OBaj NpaBW/IHKK CTyMa Ha cHary ocMor AaHa of objasrbmBamea y ,,Cnyxb6eHoM nucty" OnwTnHe
BapBapuH.

Penybnuka Cpbuja
OnwTnHa BapeapwH

OnwTrHCKa YnpaBsa orwTuHe
HayenHuk Ynpase

Bp. 092-5/2020
Y BapsapwHy, aaHa 28.10.2020.r.

HauenHuk

Cnasuua Monosuh, gun. NpaBHKK



